
Check

Web Application Assurance



Meeting the challenges of securing your Web Applications requires a commitment to a process of a 
continuous security  program.  New web attacks, updated code and content, and the supporting 
infrastructure mean that protecting your applications is a full-time job.

Ongoing consultant-based Web Application testing is too expensive to be practical, and should be 
reserved to annual tests, major new code releases, or new webapp launches.

However, leaving your Web Application untested for 12 months may  leave your critical data at risk for an 
unacceptable length of time.

WebCheck™ is a revolutionary new service that bridges the gap between consultant tests, and acts as a 
critical component in ʻDefense in Depthʼ best practice approach.

The Path to Web Application 
Security
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Meeting the challenges of securing your Web Applications requires a commitment to a process of 
a continuous security  program.  New web attacks, updated code and content, and supporting web 
application infrastructure mean that protecting your applications is a full-time job.

Modern Web Applications are now more dynamic and complex than ever.  This flexibility  is good 
for your business, but raises unprecedented challenges in security.

WebCheck™ helps you secure your Web Applications.

Webcheck™ is a unique service which combines the deep testing of a consultant with Integrity 
Auditor™, an intelligent auditing program which looks for suspicious changes between scans.

Over 60% of tested Web Applications contain Critical or High Risk vulnerabilities, over 80% would 
fail a PCI audit.

Run automatically  as a service either 
daily  or weekly, WebCheck™ is the 
most comprehensive fully  automated 
Web Application and Integrity 
Checking service in the market 
today.
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XSS
Info Leak
Content Spoofing
Authorisation Issue
SQL Injection
Predictable Resources
Insufficient Authentication
CSRF
Others

Vulnerabilities found on web applications 
during 2008



Reporting is on demand, and can be configured to send alerts 
triggered by events and broken thresholds.

The crystal-clear reports quickly let you see where the issues 
and suspicious changes reside.

The WebCheck™ portal allows reports to be downloaded.  
Clean and professional 2D charts show important metrics 
over user-customisable time frames.

Multiple Web Applications can be monitored simultaneously, 
giving you a single security  portal for all your Web 
Applications.

Compliance requirements such as PCI require a pro-active 
approach to testing web applications, and these stipulations 
are likely  to become more prominent as the threat of security 
breaches via applications continue to grow.
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Functionality Overview
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Vulnerabilities

Crawler HTML, Java Script, AJAX

Injection Attacks Non-Blind SQL, Blind SQL

Cross Site Scripting Reflected XSS

Cookie Evaluation Session cookies evaluated, 
cookie secure flag check

Malicious Files Searches for malicious content

Message Information Leak Verbose error messages are 
tracked

Information Passed in Clear 
Text

Identify information that may be 
at risk in cleartext 
communication

Session Management Session fixation and other 
session management issues

Integrity Audit

Defacement Unique signature verification, Lexicon 
Scanning

Static Content 
Change

Small changes, significant changes, 
suspicious changes

Page 
Decomposition

WebCheck can understand the 
difference between dynamic and static 
content

Content Hashing no data ever copied from your 
webapp for analysis
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